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1 Document Overview

Purpose and Contents

The RxSentry® Practitioner’s Training Guide, designed for North Carolina practitioners, serves as
a step-by-step training guide for medical practitioners and prescribers using RxSentry for
qguerying purposes. It includes such topics as:

Creating query requests
Viewing query request status

Generating reports

Note: An electronic copy of this guide is also available for viewing or downloading on the
RxSentry website.

RxSentry Update

In February 2015, the RxSentry system underwent an extensive update designed to improve the
user experience. The new user interface is more intuitive and visually pleasing, and also provides
some new functionality.

Here are the most significant new features:

Retrieve User Name — this function allows you to retrieve a forgotten user name.
Retrieve Password — this function allows you to retrieve a forgotten password.
Query Tab — this tab provides direct links to every query you are allowed to access.

Prescriber DEA Query — this report allows you to use your prescriber DEA number to view
your prescribing history for a specified timeframe.

Report Queue Tab — this tab (previously the View Query Status link) allows you to view all of
your available reports quickly.

User Management Tab — this tab allows you to update your user profile information and
change your password, as needed. If you are a master account holder, you can also manage
your delegate accounts from this tab.

Help Tab — this tab provides resources that may answer any questions you have about using
RxSentry, such as creating a query. These resources include online help and an electronic
version of the Practitioner’s Training Guide.

Quick Links Tab — this tab provides links to websites that you may frequently access, such as
the North Carolina Department of Health and Human Services website.
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As you will see, this guide has been restructured to correspond with the new interface. The
table below provides a quick reference for existing topics in this guide that have been moved or

changed:

If you are looking for...

It is now called...

Linking Delegate Accounts

The delegate accounts function is now located under the User
Management tab. This function will only display if you are a master
account holder.

Practitioner/Pharmacist Query

Search History

The Practitioner/Pharmacist Query function has been replaced
with direct links to each query you are allowed to perform. Instead
of clicking Practitioner/Pharmacist Query and then clicking a check
box for the Search History Query, the Query tab now contains a
direct link to the Recipient Query and Search History Query.

View Query Status

The View Query Status function and the corresponding topic in this
guide are now called Report Queue.

Table 1 — New/changed topics
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2 System Overview

The RxSentry Prescription Drug Monitoring Program is a web-based system that facilitates the
collection, analysis, and reporting of information on the prescribing, dispensing, and use of
prescription drugs.

The system materially assists state regulators and practitioners authorized to prescribe and
dispense controlled substances in the prevention of diversion, abuse, and misuse of controlled
substance prescription medication.

The use of data collected through RxSentry allows for the provision of education and
information, early intervention, prevention of diversion, investigation, and enforcement of
existing laws governing the use of controlled substances.

This state-of-the-art system serves as a valuable tool in the effort to protect the health and
welfare of our citizens by reducing the abuse of prescription drugs.

Note: For the purposes of this document, the RxSentry Prescription Drug Monitoring Program is
referred to as RxSentry.
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3 Accessing RxSentry

About This Chapter

This chapter provides the steps you must follow to request an RxSentry account, log in to the
system, retrieve system messages, retrieve a forgotten user name or password, and log out of
the system.

Request Access to RxSentry

The North Carolina Controlled Substance Reporting System (CSRS) grants system accounts to
medical practitioners and prescribers, and their delegates, so that they may look up controlled
substance information on their patients directly via user name and password.

Perform the following steps to request an RxSentry account:

1.

Open an Internet browser window and type the following URL in the address bar:

https://ncesrs2.hidinc.com/ncsignup.html.
A login window is displayed.

Type newacct in the User Name field.
Type welcome in the Password field.

Click OK.

A window similar to the following is displayed:

New Accounts

NC CSRS Access
Request Form

Please select a request form:

Master Account
Delegate Account

Submit

NC CSRS Access Request Form

Click the radio button to select the appropriate account type (Master Account or Delegate

Account), and then click Submit.

The CSRS Access Request Form that corresponds to the selected account type is displayed. A

sample Access Request Form is shown on the following page.
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g NC CSRS Master Access Request Form
* LAST Name: * FIRST Name:
Middle Name: Suffix (Jr, St, ete )
* Date of Birth MMDD/YYYY):
* State Board License Type/Specialty: Selecttype ~  * State Board License Number:
* Secunity Question: Selecta question = * Secunty Answer:
* DEA Number (if available): * Facility Name:
* Facility Address:
* Facility City: * Facility State: Select a state ¥  * Facility Zip:
Title: * Email Address:
* Phone Number (123-456-7890x0000): Fax Number:

By submitting this application, I certify that:

1) 1 satisfy all requirements and am eligible to create an account to access the North Carolina CSRS database pursuant to North Carolina General Statute
90-113.74 (cX1).

2) Tunderstand that my use of the NC CSRS database is permitted only in connection with providing medical or pharmaceutical care for the patient.
3) I understand that any other access or disclosure of CSRS data is a violation of North Carolina law and may result in civil sanctions or disciplinary action. [
further understand that I will treat the information in the system as any other health care information and will protect the information in my possession in

accordance with federal and state laws governing health care information

4) I understand that [ am responsible for all use of my user name and password. I understand that [ am not authorized to share my access privileges. If any
authentication or password is lost or compromised, I agree to immediately contact my delegate sponsor to unlink my account from his or her own

5) I understand that all use of the NC CSRS database may be monitored and audited for unusual or potentially unauthorized use

Accept & Submit

Note: In the screenshot above, the user selected Master Account as the account type.

6. Complete the fields on this form, noting that required fields are indicated with an asterisk
(*).
7. Click Accept & Submit.

If information is incomplete or missing, a message is displayed indicating which fields must
be corrected before your access request form can be submitted.

If all information has been properly supplied, a completed account registration form is
displayed, along with a prompt to print the form. Print the form if desired.

If you are approved for an account, you will be notified via two separate e-mails. The first e-
mail will contain your approval notification and user name information. The second e-mail
will contain your temporary password, your personal identification number (PIN) that you
will use to identify yourself if you need assistance from Appriss Health, and the steps to
follow to log in to the system. You will be required to change the temporary password
immediately when you first attempt to access the system.

If you are denied access to the system, you will be notified by the North Carolina CSRS
program staff.

Note: If you are requesting a delegate account, a master account holder will need to
activate your account before you can request data from the PDMP database. See the
Delegate Accounts topic for more information.
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Note: If you have forgotten your RxSentry user name or password, refer to the Retrieve User
Name or Retrieve Password topic in this document. After three (3) unsuccessful login attempts,

your account will be locked for 30 minutes.

Perform the following steps to log in to RxSentry:

1. Open an Internet browser window and type the following URL in the address bar:
https://ncesrsph.hidinc.com. A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

90, Article & and Senate Bill 222)

This statewide reporting system was established by North Caroling law to improve the state's abality to identify people who abuse and misuse prescrption drugs classified as Schedule IV controlled
substances (Defined) It is also meant to assist clinicians in identifying and refemng for treatment patients misusing controlled subsiances. The NC Commission for, and the Drasion of Mental Health,
D and Abuse Sendces make rules and manage the program. (For mare mformation, please wisit the NC General Assembly website: hitp /fwww ncleg net/ for Chapter

BesSENTRY

Copynght & 2013 Health Information Designs, LLC
Hyou need huither assistance, please contact the PDMP Help Desk

Mosth Caroina Controded Substance Reporing System
Division of Wental Hasth, Developmentsl Disabaties,
and Subsiarce Abuse Services

3006 Mad Service Center, Raleigh, NC 27669-3006
Phone. (918) 7331765
Emal ne.amy

2. Click Access System.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System
Home Help Cuick Links

Practitioner Access
Login
Retrieve User Name

Retrieve Password

BesENTRY

Copyright © 2013 Health information Designs, LLC
I you nadd furlar assistance, please contact the POMP Help Desk

tiorth Carcina Controlled Substance Reportng System
Dwision of Mentsl Heath. Developmantsl Dsabities,
and Substance Abuse Services

3008 Uad Service Center, Raleigh, NC 27659-3008
Phone: (819) 733-1765

Emst nc.aoy

3. Click Login.

A login window is displayed.
4. Type your user name in the User Name field.
5. Type your password in the Password field.

6. Click OK.
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Note: If you are an existing NC PDMP user and this is your first time logging in to the
updated system, the Update User Profile window will display. Enter any missing required
information (required fields are indicated with an asterisk [*]), and then click Update.

The RxSentry query site home page is displayed similar to the following:

Home m Repont Queve  User Management  Help  Quick Links Logout

. North Carolina Practitioners’ Query Site
Recipient Query

Search History Query Query Creation Tip

Prescriber DEA Query Make your query as general as possible and then dnll down to mare specific information once you have identified the person for whom you are locking. For example, you
could enter the Iast name of the indnidual, the first letter of the first name, and a binh date, and then click Next. When the preliminary results are displayed on the screen
you can highlight the persen that you want o query and then click Submit to submit the query for processing

If you enter a specific birth date for an indmdual and the query results are blank, click the Within field pest below the Date of Birth field and resubmit the quary with a wider
date range, for example, withen two years of tirth date, to create a query with broader search critena

Once you have the query for p g, you will be to the Report Queus. In the Repon Queus, click the Job Sequence ID number 1o view the report
you requested. if the Job Sequence ID is not a hyperiink, click your browser's refresh button. The Job Sequence ID will appear as 3 hyperlink when the report is ready for
vigwing.
- Nortn Caroina Controlied Substance Reporting System
Ik SENTRY Division of Mental Health, Developmental Disabiites,
and Substance Abuse Services
Copyright © 2013 Health Information Designs, LLC 3008 Mail Service Center. Ralegh, NC 27699-3008
It you need further assistance, please contact the PDMP Help Desk Prone: (915) TI-1788

Emad pecontrolsubstanceseportingdidhhs.nc.aov

The main menu, located at the top of the page, contains the RxSentry functions. If available,
a sub-menu is displayed on the left side of the window. For example, in the screenshot
above, the user clicked Query from the main menu, and the Query sub-menu was displayed
on the left.

System Message and Alerts

Periodically, the North Carolina DHHS office may wish to share information with you, such as
new legislation or information about changes to the controlled substances reporting system.
When such alerts are posted to your RxSentry account, the alert message is displayed on the
RxSentry home page, as shown below:

North Carolina Controlled Substance Reporting System

tome [[ERR foson Quove  Usarhanagement  alp  Guick Link Lagout

HNorth Carclina Practitioners’ Query Site

Hecipinnt Query

Search History Query Al U E
reate
Proacriber DEA Guery Alert Message KCreated By
= F
o [ g ousrad
[Tout test | EE T
| Aeknmieige e e
Gy C "

Make your quary a5 general as possibie and then drill down 1o more speciic infrmation once you have identied the person for whom you are kecking. For examgple. you could snter the Last name of the ndnadual the frst
ettt of 1ha frst name, and & brth date, Bnd then chick Huxt Whan (e prekerinary resuls re displayed on the serees, you can ghbht tha parsce thl you wast 1o query and than ehek Subm to submi the query for
processing

H you enter 3 speciic bt date for an indhidual 3nd the query resuits aee blank, chok the Withan field st below the Date of Beth fiekd and resubma the query with 3 wicer date rangs. for axample, within two years of birth
date, to create a query with broader semch crtena

Onca you have. submited the quary dee processing, you will ba rediractad ko the Raport Gueua I the Rapon Gusus, click the Job Saquanca I} number 1o wew tha raport yeu raquasted If the Job Saquanca If is not 2
Fryparink, chek your Browser's refresh button. The Job Sequence 1D will appear 33 3 Fypedink whin the repor 18 ready for vewing

Once you have read the alert(s), click the | Acknowledge the Alert(s) button. The alert message
box will not display again until there are new alerts.
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Retrieve User Name

If you have forgotten your RxSentry user name, perform the following steps to retrieve it:

1.

Open an Internet browser window and type the following URL in the address bar:
https://ncesrsph.hidinc.com. A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System
m Access System Help Quick Links

Morth Carolina Controlled Substance Reponing System

This statewide reporting system was established by North Carolina law to impeove the state’s ability to identify people who abuse and misuse prescription drugs classified as Schedule IV controlled

substances (Defined). it is also meant to assist clinicians in identifying and refeming for patients g9 The NC Ci ion for, and the Dndision of Mental Health,
Devel i Disabilities and Sub Abuse Senices make rules and manage the program. (For more information, please visit the NC General Assembly wabsite: htp:/fwww ncleg nat/ for Chapter
90, Article 5 and Senate Bl 222).
A" Nowin Caroina Coniroled Subsiance Reporing Sysiem
B(.“‘E MNTRY Division of Mental Heath, Developmental Disabiities,
and Sutstance Abuse Services
Copyright © 2013 Health Information Designs, LLC 3008 Wai Service Center, Raleigh, NC 27885-3008
It you need further assistance, please contact the POMP Help Desk m' (B8] 131706

Click Access System.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System
Home Help Guick Links

Practitioner Access
Login

Ratrieve User Name

Retrieve Password

I' 3y Narih Caroina Contrabed Substance Reporting System

k.“l NTRY Division of Mental Health, Developmental Disabiibes,
and Substance Abuse Services

Copyright @ 2013 Health Information Designs. LLC 2008 Mail Sorvice Cariar, Raligh, NG 27695-3008

I you need further assistance, please contact the PDMP Help Desk Phone: (919) TI3-1765

Emai pecontrolsubstance reportingdiaihe. ne.ooy

Click Retrieve User Name.
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A window similar to the following is displayed:

Retrieve User Name

Enter Email Address for
Account:

Enter Date of Birth for |

Account: mm/dd/yyyy

Type the e-mail address associated with your account in the Enter Email Address for
Account field.

Type your date of birth in the Enter Date of Birth for Account field.
Click Submit.

A message providing your user name is displayed.

Retrieve Password

If you have forgotten your RxSentry password, perform the following steps to retrieve it:

1.

Open an Internet browser window and type the following URL in the address bar:
https://ncesrsph.hidinc.com. A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System
Access System Help Quick Links

North Carolina Controlled Substance Reporting System

This statewde reporting system was estabhshed by North Carolina law to improve the state’s ability to identify people who abuse and misuse prescription drugs classified as Schedule -V controlied
substances (Defined) It is also meant to assist clinicians in identifying and referring for patients 9 I Tha NC C. for, and the Diision of Mental Health
Developmental Disabilitbes and Substance Abuse Sendices make rules and manage the program. (For mare information, please visit the NC General Assembly website: hitp:/www ncleg net/ for Chapter
90, Article 5 and Senste Bill 222).

I y 3/ North Carolina Controlled Substance Reporting System
3(.“‘[ NTRY Divisian of Wental Heath, Develcpmental Disabites,
and Substance Abuse Services
Copyright & 2013 Health Information Designs, LLC 3008 Mai Service Certer. Raligh. NC 27696-3005
It you nead further assistance, plaase contact the POMP Help Desk Phone: (118) 7231765
Emai st X ne.gov

Click Access System.
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A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home Help  Quick Links R

Practitioner Access
Login
Retrieve User Name

Retriieve Password

I . )5 y Morth Carsana Controled Subarance Reperting System

CSENTIRY Drvsin cf Mestai ieath, Deveicpmental Dmabites,
304 Substance Abuse Servces

Copyright © 2013 Haalth Information Designs, LLG 3008 Uni Service Center Raleigh, NC 27699-3008

¥ you need further assistance, please contact the POMP Help Desk Phone: (915) T3-1T88

Emak (econtrolaubatance reporINGRahnS.Negay

3. Click Retrieve Password.

A window similar to the following is displayed:

Retrieve Password

Enter User Name for Account:

Enter Date of Birth for )
Account: mm/dd/yyyy

4. Type your user name in the Enter User Name for Account field.
5. Type your date of birth in the Enter Date of Birth for Account field.

6. Click Submit. A window similar to the following is displayed, prompting you to answer the
security question established when you created your account:

Retrieve Password

An email will be sentto the email address for the previously entered user name.

The email will contain a new system-generated temporary password.

Security Question: What was your high school mascot?

*Answer:
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7. Type the answer to your security question in the Answer field.
8. Click Submit.
Note: If you have forgotten the e-mail address associated with your account or the answer
to your security question, contact Appriss Health.
A message displays indicating that an e-mail containing a temporary password was sent to
the e-mail address associated with your user name.
You will receive an e-mail from North Carolina Controlled Substance Reporting System —
INFO (nccsrs-info@apprisshealth.com) containing your temporary password.
9. Once you have received your temporary password, and you know your user name, click
Login.
A login window is displayed.
10. Enter your user name and temporary password, and then click OK.
Note: At this point, you will be required to change your temporary password.
A window similar to the following is displayed:
Change Password
Password requirements:
1 uppercase letter (e.g., A-Z)
1 lowercase letter (e.g., a-z)
1 digit (e.g.. 0-9)
Must be at least 8 characters in length
Must not contain dictionary words or a name
Current Password:
New Password:
Confirm New Password:
Submit
11. Type your temporary password in the Current Password field.
12. Type your new password in the New Password field, using the information displayed in this
window as a password selection guideline.
13. Type your new password again in the Confirm New Password field.
14. Click Submit.

If the new password is accepted, a message is displayed indicating that your password was
accepted and that you are required to log in using your new password.
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If the new password is not accepted, the message indicates that another password must be
selected.
15. Once your password has been accepted, click any function, such as Query.
A login window is displayed.
16. Type your user name in the User Name field.
17. Type your new password in the Password field.
18. Click OK.
The RxSentry home page is displayed.

Session Timeouts

Session timeouts occur after fifteen (15) minutes of system inactivity, and the following message
is displayed:

Session Information

Your session has expired due to inactivity.
Please type in your password to reactivate your session.

User Password:

[ Submit |

Perform one of the following actions:

If you wish to log in with the same user name, type your password in the User Password field,
and then click Submit;

OR

If you wish to log in with a different user name, close ALL open Internet browser windows, and
then log in again. You will be prompted to enter both your user name and password.

Log Out of RxSentry

To ensure your login credentials (user name and password) are not used by an unauthorized
individual, it is important that you log out of the system when you have completed your session.
To do so, click Log Out from the menu, and then close your Internet browser.

If you logged out by mistake, click Access System to log in again.
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4 RxSentry Queries

About This Chapter

This chapter explains how to create queries that can be used to report information about
recipient usage of controlled substances and how to create queries to report information about
your prescribing history.

The following types of queries are available:

= Recipient Query — used by practitioners and pharmacists to create queries regarding
recipient usage of controlled substances

= Search History Query — used by practitioners to view a history of all queries performed using
their user ID, as well as all queries performed by their delegates

= Prescriber DEA Query — used by practitioners to view a history of all dispensed prescriptions
attributed to their DEA number

Recipient Query

This function is used to create queries that are used to report information about recipient usage
of controlled substances.

Perform the following steps to create a query:
1. Loginto RxSentry.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home Repon Queue User Management Help Quick Links Logout

- North Carolina Practitioners’ Query Site
Reciplent Query

Search History Query Query Creation Tip

Prescriber DEA Query Make your query as general as possible and then drill down to more specific information once you have identified the person for whom you are lookang. For example, you
could enter the last name of the indhidual, the first letter of the first name, and a birth date, and then chick Next. When the preliminary results are displayed on the screen
you can highlight the person that you want 1o quéry and then chck Submit to submt the query for processing

H you enter a specific buth date for an indradual and the query results are blank, click the Within field just below the Date of Binth feld and resubmit the query with a wider
date range, for example, within two years of birth date, to create a query with broader search criteria

Once you have submitted the query for processing, you will be rederected to the Report Queve. In the Report Queue, chick the Job Sequence 10 number to view the report
you requested I the Job Saquence ID is nat a hyperlink, click your browser's refresh bution. The Job Sequence ID will appear as a hyperink when the repart is ready for

igwing.
I A North Caroina Controbed Substance Reporting System
kﬂ NTRY Division of Mewial Heakh, Develpmental Disabites,
8nd Subatance Abuse Services
Copyright © 2013 Health Information Designs, LLC 3008 Maid Service Center, Raleigh, NC 27699-3008

Phone: (919) 733-1765

I you need furher assistance, please conact the POMP Help Desk
Emai neoon

2. Click Recipient Query.
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A window similar to the following is displayed:

RxSentry Queries

North Carolina Liability for Practiti

ist access

e o b o oo e —

o rTT. —_— L i TR
i cerlily thal | am have been appioved by ihe Siale (0 access

o
in ihe c

is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may

by my licensing board and/or revocation of database access privileges

b alatE L wbat Gl agtooa oo o
i Cedlily thai the patient on whom

- L

i TegUEsting imonmation

-
iia
result in disciplinary action

| accept the above conditions.

Disclaimer: The information in this system may contain emors resulting from how the information was entered into the data file. Controlled Substance Reporting System
staff suggest that additional independent verification with pharmacies and practitioners may sometime be prudent or necessary.

You MUST accept the above conditions before you can continue

You may query any recipient name, but before you can view the results of the query, you
must authenticate the query by indicating that the query is for a valid reason and that you
have the potential to provide a service to the recipient whose name is being queried.

Notes:

Without selecting the check box indicating that you understand and agree to the terms
and conditions, you will not be able to access the Recipient Query window.

You will be required to accept the terms and conditions each time you start a new
session in RxSentry; however, you will not be required to accept the terms and
conditions each time you create a query in that session.

3. Select the check box indicating that you accept the terms and conditions. The Recipient
Query window is displayed similar to the following:

* Last Name :
* First Name :
Search Method :

* Date of Birth :

Within :
County :
ZIP Code :

* Dispensed Start Date :

* Dispensed End Date :

Preset Timeframe Ranges :

* Master Accounts :

*Required Field
All required fields must be filled in.

Fastest: Last name equals, first name begin ~

mmidd/yyyy
Please Select

Please Select

08/11/2014
mm/ddlyyyy

02/07/2015
mm/ddlyyyy

Custom Timeframe

Please Select

However, for the best search results, fill in as many fields as possible.

| Next

Clear
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4. Complete the information on the request window, using the field descriptions in the
following table as a guideline. Note the required fields, which are marked with an asterisk
(*); if these fields are not populated, a message displays that includes a list of fields that
must be populated before the query can be submitted.

Field Name Usage

Last Name (Required) Type the recipient’s last name.
You may also search for a specific recipient by using partial text,
for example, type Smi to display a list of recipients containing
“Smi” in the first three letters of their last name.

First Name (Required) Type the recipient’s first name.

You may also search for a specific recipient by using partial text,
for example, type Tho to display a list of recipients containing
“Tho” in the first three letters of their first name.

Search Method

Select one of the following search methods:

=  Fastest: Last Name Equals, First Name Begins — Allows you to
search by a recipient’s complete last name and partial first
name. The more information you can provide, the more
specific your search results will be.

= Begins With — Allows you to search by the first few letters of
the recipient’s last and first names.

=  Sounds Like — Allows you to search by a name, and the system
will find names that sound similar to the one you entered.

If you are unsure of the recipient’s first and last name, or are

unsure of the spelling, use the Begins With or Sounds Like option.

Date of Birth

Type the recipient’s date of birth using the mm/dd/yyyy format, or

you may click the calendar icon (_]) and select a specific start
date from the calendar.

Within Used in conjunction with the Date of Birth field to specify a time
range within which to match the date of birth.

County Click the down arrow to select a specific county name, or leave this
field blank to produce a wider range of results.

ZIP Code Narrow your search by typing a specific ZIP code, or leave this field

blank to produce a wider range of results.

Dispensed Start Date

(Required) Use this field to enter a specific start date for the
dispensing timeframe, for example, 01/01/2015;

Or

You may click the calendar icon (_Ul) and select a specific start
date from the calendar.

Dispensed End Date

(Required) Use this field to enter a specific end date for the
dispensing timeframe, for example, 01/31/2015;

Or

You may click the calendar icon (_Ul) and select a specific end date
from the calendar.
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Field Name Usage
Preset Timeframe Ranges Use this field to select from a list of predefined timeframe ranges.

If this function is used, any values supplied in the Dispensed Start
Date and Dispensed End Date fields are ignored.

Master Accounts (Required) Click the down arrow to select the master account
Note: This field is only holder on whose behalf you are performing the query.
displayed if you are a
delegate account holder.

Table 2 — Recipient Query Window Field Descriptions

5. Once all criteria have been entered or selected, click Next. Your search results are displayed
similar to the following:

Search Criteria

Last Name: County:
First Name: ZIP Code:
Date of Birth: Dispensed Start Date: 01/01/2011

Dispensed End Date:  02/07/2015

Search Results
To select a name.click on the desired name. To select multiple names, hold down [Ctr] while clicking the desired names

Last Name First Name DOoB County Address City State Ip
A - = Lee T X Auburn AL 36830

Sort:  50RT by Dete Only -

| Subemit Olear Previous

6. From the Search Results section of this window, click the desired recipient’s name. To select
specific recipients from the list:
= Select a single value by clicking the value.

= Select multiple values, listed consecutively, by clicking the first value, holding down the
[Shift] key, and then clicking the last value.

= Select multiple values, not listed consecutively, by holding down the [Ctrl] key while
clicking each value.

7. Select one of the following sort options:

= By Date Only: this option sorts by prescription dispense date (newest to oldest)

= By Recipient by Date: this option sorts first by recipients (patient IDs, in numerical
order) and then by prescription dispense date (newest to oldest)

8. Click Submit.

Your report results are displayed as shown on the following page.




North Carolina Department of Health and Human Services

e ’ . . .
Practitioner’s Training Guide RxSentry Queries
Last Name: County:
First Nama: Zip Code:
Date of Birth: Dispensed Start Date: 01012011
Dispensed End Date: 07/092015
Recipients: | 1 out of 1 Recipient(s) Selected - Click to View v
[Date Dispensed!  Drug Namea/ Oty Despensed/  Refill & RX# Prescriber Dispenser Recipient ‘Pmt. Method MED Daily
Date Prescribed  NDC Diays Supply Authorized Refilts
HY DR ON- ACETAMINOPHN 10- 500 30 1 - ABC PHARMACY
1122339 IN NO 04 B
00 5 3 ! PAIRN M MERY, AL a

HYDROCODON- ACETAMINOPHEN 5- 500 30 1 ABC PHARMACY

1122338 PAIN NO

00406035705 2 3 MONTGOMERY, AL
“Pmt. Method:01=Private Pay, 02=Medicaid. 03=Medicare; 04=Commercial Insurance; 05=Military Installations and VA, 05=Worker's Compensation, 0T=Indian Nations, 959=0ther
MED Summary
This section displays cumulative MED values by unique recipient. The "MED Max™ value is the maximum eccurrence of cumulative MED sustained for any 3 consecutive days. This value is calculated based on
prescriptions dispensed during the date range requested
EED Max Recipient

Generate POF || Generate CSV | MAP Resulis

Notes about the report results window:

= Your search criteria and the recipient names you selected are located above your report.
You may click the down arrow in the Recipients field to view a list of the patients you
chose to include in your report.

= The Payment Method column identifies the type of payment used for the prescription.
The classification codes are listed beneath the report results.

= The MED Daily column identifies the morphine equivalent dosage for each opioid-
containing prescription. The MED Summary section, located at the bottom of the
report, displays the maximum occurrence of MED sustained for any three consecutive
days for each recipient in the report. This value is calculated based on prescriptions
dispensed during the date range requested.

9. From this window, you may perform the following functions:

a) Click a column header to sort your results by the information contained in that column.

b) Click Generate PDF to generate a PDF version of your report, or click Generate CSV to
generate a comma separated values version of your report to display in a spreadsheet.

Your report will begin to process, and a window similar to the following is displayed:

‘ Query 533 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

Click the Report Queue link to navigate to the Report Queue and view your report.
Continue to the Report Queue topic in this document for more information.

c) Click Map Results to view a graphical depiction of your results.
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A window similar to the following is displayed:
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RxSentry Queries

If desired, click the direction arrows in the top left corner of this window to scroll to
different sections of the map.

You may also expand or reduce the detail included in the map by clicking the plus (+) or
minus (=) symbols. When the map is expanded, the following icons are visible:

o Red pushpin — Represents the recipient’s address; clicking a pushpin displays the

total number of prescriptions for the recipient

o Doctor bag — Represents the physician’s address; clicking a doctor bag displays the
physician’s name and number of prescriptions written for the recipient

o Mortar and pestle — Represents the pharmacy’s address; clicking a mortar and

pestle displays the pharmacy’s name and phone number
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Search History Query

This function allows you to view an audit trail of all queries performed using your user ID for a
specified timeframe. If you are a master account holder, you may also use this function to view
an audit trail of all the queries performed by your delegates.

Perform the following steps to view this report:
1. Loginto RxSentry.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home [EOUTOVN  Report Cueue  User Management  Help  Quick Links Logout

o Nerth Carolina Practitioners' Query Site
Recipient Query

Search History Query Guery Creation Tig

Prescriber DEA Query Make your query as general as possible and then drill down to more specific information once you have identified the persen for whem you are locking, For example, you
could enter the last name of the indmvidual, the first letter of the first name, and a birth date, and then click Next. When the prefiminary results are displayed on the screen
you can highlight the person that you want to query and then chck Submit to submat the query for processing

¥ you enter a spocic buth date for an indnidual and the query results are blank, click the Within field just below the Date of Birth field and resubrrit the query with a wider
date range, for example, within two years of bith date, o create a query with broader search crteria

Once you have sub d the query for g. you will be d to the Report Queve. In the Report Queue, chek the Job Sequence 1D number Lo view the report
you requested. If the Job Sequence ID is not a hypedink, click your browser's refresh button. The Job Sequence ID will appear as a hypedink when the report is ready for
vigwing
o North Carolna Controled Substance Reporting System
B(““| MNTIRY Divasion f Mertal Heath, Developmental Disabiibes
and Substance Abuse Services
Copyright @ 2013 Heallh Information Designs, LLC 3008 Mail Service Center. Raleigh, NC 27699-3008
It you need further assistance, please contact the POMP Help Desk Phone: (319) 7331785
Emal nec repor

2. Click Search History Query.

A window similar to the following is displayed:

North Carolina Liability statement for Practitioner/Pharmacist access

| certify that | am have been approved by the State to access inft ion in the lled database. | cerify that the patient on whom | am requesting information
is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in disciplinary action
by my licensing board and/or ion of datab access

1 I accept the above conditions.

Disclaimer: The information in this system may contain errors g from how the inf was entered into the data file. Controlled Substance Reporting System
staff suggest that additional independent verification with pharmacies and practitioners may sometime be prudent or necessary.

You MUST accept the above conditions before you can continue

You must authenticate the query by indicating that the query is for a valid reason and that
you are authorized to submit the query.
Notes:

=  Without selecting the check box indicating that you understand and agree to the terms
and conditions, you will not be able to access the Search History Query window.

=  You will be required to accept the terms and conditions each time you start a new
session in RxSentry; however, you will not be required to accept the terms and
conditions each time you create a query in that session.

3. Select the check box indicating that you accept the terms and conditions.




North Carolina Department of Health and Human Services
Practitioner’s Training Guide RxSentry Queries

The Search History Query window is displayed similar to the following:

Search History Query

User ID(s): RW_Test - Robyn_Weaver
Test.Robyn - Test,Robyn

Audit Start Date : [05/16/2015 £
mm/dd/yyyy

Audit End Date : [05/16/2016 E
mm/dd/yyyy

Submit

4. If you are master account holder, your user ID and that of any delegates linked to your
account are displayed in the User ID field. All user IDs are selected by default. Click to select
the user(s) whose audit information you wish to view.

If you are a delegate account holder, your user ID is the only available option in the User ID
field. Continue to step 5.

5. The Audit Start Date and Audit End Date fields are automatically populated to generate
your search history for one year based on the current date. If you are using this date to
generate your report, you may continue to the next step;

Or

You may change the Audit Start Date and Audit End Date by typing the desired dates or by
clicking the calendar icon (_”]) and selecting a date from the calendar.

6. Click Submit.

Your report results are displayed as shown on the following page.
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Search History Query
User I{sk: RW_Test.Test Robyn
Audat Start Date:  02/07/15
Audit End Date: 02/07/15
Seq# Date (i} SourceType By Detail ":ﬂdl
phphysasst - Audd Query 1847 Onling. (details)
1101 i A
013504 02007116 a RW Test  [RW_Test Test Robyn]
11019591 02007115  RW_Test M Ic ""‘“:‘L“;z‘:’“ " Subaccount inkage added by RW _Test to Test Robyn RW_Test
11019588 02T a A Ddadl;m:l'rl = Ad Hoc Query 1844 Queued PractitionerPharmacist Query Approved Query Number B5 [details)
RW_Test
h1o1ss96 020715 a: A pdadhocrpt - Ad Hoc Query 1843 Online (details)
RW._Test o .
Change:User RW_Test changed by RW_Test-changes: userpref userpref-
1015578 020715 RW Test DB A pmgupdateuserprel -name userpred pt_dob,userprel pt_addrs 1, userpred pt_addrs2 userpref pt_city userpref pt_zip userprel. pt_email_address, userpref phone-
- RW _Test number, userpref pt_fax-numberusenpred pt_cell-number userpref code-word-question, userpref user-code-word userprel pt_state From
To
Set-Single-
Fiald-Valua
1019577 715 RW_Ti h PT. [ - T - - . o
019577 0207/15 _Test D8 pdatw;wa(pc ange:pdm userprel PT_smad_address From by - o -
- RW_Test
1019563 02THS a pdadhocrpt - Ad Hoe Query 1846 Queusd Practiticnsr/Pharmacist Query Approved Query Number B6 (detalls)
Test Rabyn
pdadhocrpt - Ad Hoc Query 1845 Online (details)
f
11013592 0207115 Q TestRobyn  [E.smith malissa 033177,730.A,2.1.17]
Change:User Test Robyn changed by Test Robyn--changes: userpref userpeef-
pmgupdateuserpref -name, userpred pt_dob userprel pt_addrs1,userpref pt_addrs2 userpref pt_city userpref pt_zip userpeef pt_email_sddress, userpref phona-
1
11015550 0200715 Test Robyn D8 Tast Robyn number userpref pt_fa: ber userpref pt_cell bar userpraf cod d-g usarpraf o d usarpref pt_state From:
Ta:
Set-Single-
Field-Value
11018589 0207115 Test Robym 2] DMN‘W“’CMW pdem.userprel PT_emad_sddress From s - To - - 4
- Test Robyn

Generate PDF | | Generate Web |

7.

From this window, you may perform the following functions:

a) Click the details link next to a query to view the details of that query.

b) Click Generate PDF to generate a PDF version of your report, or click Generate Web to
generate an HTML version of your report. Your report will begin to process, and a
window similar to the following is displayed:

[ Query 533 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

Click the Report Queue link to navigate to the Report Queue and view your report.
Continue to the Report Queue topic in this document for more information.
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Prescriber DEA Query

This function allows you to use your prescriber DEA number to view your prescribing history for
a specified timeframe.

Perform the following steps to view your prescribing history:
1. Loginto RxSentry,

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home (IO  Roport Queue  User Management  Help  Quick Links Logout

Nerth Carolina Practitioners’ Query Site
Reciplent Query

Search History Query Query Creation Tip

Prescriber DEA Query Make your query as general as possible and then dnll down to more specific information ance you have ientified the person for whom you are lockang. For example, you
could enter the last name of the indiidual, the first letter of the first name, and a birth date, and then chick Next. When the prelimanary results are displayed on the scraen
you can highlight the person that you want 1o query and then chck Submit to submi the query for processing

i you enter a specific birth date for an indnidual and the query results are blank, click the Within field just below the Date of Birth field and resubmit the query with a wider
date range. for example. within two years of birth date. to create a query with broader search critena

Once you have submitted the query for processing. you will be redirected to the Report Queue. In the Report Queue, click the Job Sequence ID number to view the report
you requested. If the Job Sequence ID is nat a hyperink, click your browser's refresh button. The Job Sequence ID will appear as a hypedink when the repont is ready for

Vigwing.
BesENTRY” bt o leca Henk, Deveopmens Doasion |
and Substance Abuse Services
Copyright © 2013 Heallh Information Designs, LLC 3008 Mad Service Canier. Raligh, NC 27699-3005
If you nesd further assistance, please contact the POMP Help Desk Prone: (319) 7331765
Emak nec repor nc.gov
2. Click Prescriber DEA Query.
A window similar to the following is displayed:
North Carolina Liability statement for Practitioner/Pharmacist access
| certify that | am have been approved by the State to access inf ion in the lled database. | cerify that the patient on whom | am requesting information

is a current or prospective patient of mine. | understand inappropriate access or disclosure of this information is a violation of state law and may result in disciplinary action
by my licensing board and/or revocation of database access privileges

"1 I accept the above conditions.

Disclaimer: The information in this system may contain emors Iting from how the inf was entered into the data file. Controlied Substance Reporting System
staff suggest that additional independent verification with pharmacies and practitioners may sometime be prudent or necessary.

You MUST accept the above conditions before you can continue

You must authenticate the query by indicating that the query is for a valid reason and that
you are authorized to submit the query.

Notes:

=  Without selecting the check box indicating that you understand and agree to the terms
and conditions, you will not be able to access the Prescriber DEA Query window.

=  You will be required to accept the terms and conditions each time you start a new
session in RxSentry; however, you will not be required to accept the terms and
conditions each time you create a query in that session.

3. Select the check box indicating that you accept the terms and conditions.
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A window similar to the following is displayed:

Prescriber DEA Query

User ID(s) : Robyn_Weaver - RW_Test

DEA(s) :
Dispensed Start Date : |p5/16/2015 |
mm/dd/yyyy
Dispensed End Date : 05/16/2016 |
mm/dd/yyyy

Submit

4. The Dispensed Start Date and Dispensed End Date fields are automatically populated to
generate your prescribing history for one year based on the current date. If you are using
this date to generate your report, you may continue to the next step;

Or

You may change the Dispensed Start Date and Dispensed End Date by typing the desired
dates or by clicking the calendar icon (_”]) and selecting a date from the calendar.

5. Click Submit.

A window similar to the following is displayed:

Prescriber DEA Query

UserID:  Robyn_Weaver - RWW_Test Dispensed Start Date: 07/09/2011
DEA: Dispensed End Date: 07/08/2015
Dete Dispensad g Name Oty Dispensed  Refil # RK#  Presciiber Dispenser Recipient “Bmi Method WED Daily
Date Prescribed  NDC Diays Supply Authorized Refills

ON- ACETAMINOPHN 10- 500 30 1 - -~ ABC PHARMACY e &0
: 3 122339 PAINNO o MERY AL 04 50
ODON- ACETAMINOPHEN 5- 500 30 1 3 ABC PHARMACY -
1122338 PAIN NO 3 75
. 3 FHEOINN MONTGOMERY, AL &

*Pmt. Method:01=Private Pay, 02=Medicaid 03=Medicare; 04=Commercial Insurance; 05=Mitary Instaliations and VA; 06=Worker's Compensation, 0T=Indian Nations, 59=0ther

MED Summary
This section dis) s cumulative MED values by unique recipient. The “"MED Max™ value is the maximum occurrence of cumulative MED sustained for any 3 consec utive days. This value is calculated based on

prescriptions despensed dunng the date range requested

FD Max Recipient

Generate PDF | Generate CSV | MAP Results

Note: The MED Daily column identifies the morphine equivalent dosage for each opioid-
containing prescription. The MED Summary section, located at the bottom of the report,
displays the maximum occurrence of MED sustained for any three consecutive days for each
recipient in the report. This value is calculated based on prescriptions dispensed during the
date range requested.
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6. From this window, you may perform the following tasks:

a) Click a column header to sort your results by the information contained in that column.

b) Click Generate PDF to generate a PDF version of your report, or click Generate CSV to
generate a comma separated values version of your report to display in a spreadsheet.

Your report will begin to process, and a window similar to the following is displayed:

‘ Query 536 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

Click the Report Queue link to navigate to the Report Queue and view your report.
Continue to the Report Queue topic in this document for more information.

c) Click Map Results to view a graphical depiction of your results.
A window similar to the following is displayed:

i | Fores
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]
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L
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If desired, click the direction arrows in the top left corner of this window to scroll to
different sections of the map.

You may also expand or reduce the detail included in the map by clicking the plus (+) or

minus (=) symbols. When the map is expanded, the following elements are visible:

o Red pushpin — Represents the recipient’s address; clicking a pushpin displays the
total number of prescriptions for the recipient

o Doctor bag —Represents the physician’s address; clicking a doctor bag displays the
physician’s name and number of prescriptions written for the recipient

o Mortar and pestle — Represents the pharmacy’s address; clicking a mortar and
pestle displays the pharmacy’s name and phone number




North Carolina Department of Health and Human Services
Practitioner’s Training Guide RxSentry Queries

Report Queue

The Report Queue allows you to check the status of a submitted query and view your reports
once they have generated. The Query Status/Job Status column on the Report Queue window
displays one of the following query statuses:

=  Approved/Queued — the query has been approved and is processing.

= Approved/Done — the query has been approved and processed, and is available for viewing.
Perform the following steps to view the status of a query or several queries:

1. Loginto RxSentry.

2. Click Report Queue.

A window similar to the following is displayed:

Unsolicited Report Status
Sequence ID Request Date Job Status Re, Description Output

Query Request Status
?::z;;::::; D Request Date r:?;‘::"y Repont Description or Denial Reason Output
Racipient Report
!?5 02007115 Approved / Dispensed Frc!m 0170172011 to 020T/2015 PDF
1844 Done 1 out of 1 Recipients Selected
SMITH, MELISSA - DOB: 03/31/1577 - 456 PLEASANT AVE
Search History Status
tlob Sequence 1D Date Requested Status Reporn Output
Search History Detail Background (Web)
1850 0207115 Done From date 02/07/15 to 02/07/15 Web
User: RW _Test, Test Robyn
Search History Detail Background (PDF)
148 0207115 Done From date 02/07/15 to 02707115 file-pdf
User: RW _Test, Test Robyn

Notes:

= The North Carolina CSRS staff has the ability to alert you of recipients who have
exceeded specific threshold levels. If a patient report is made available to you, you will
be notified via e-mail and the report will be available in the Unsolicited Report Status
section of this window.

=  Your Search History reports are located in the Search History Status section of this
window.

3. If the report is ready for viewing, the Job Sequence ID column contains a hyperlink for the
report. Click the hyperlink for the desired report.

A window similar to the following is displayed:

Opening 000533.pdf WA S

You have chosen to open:
'1 000533.pdf

which is: Adobe Acrobat Document
from: https://copdmp-ph.hidinc.com

What should Firefox do with this file?

@ Openwith | Adobe Acrobat (default) -
Save File

Do this automatically for files like this from now on.

0K Cancel
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4. Perform one of the following actions:
= Select Open with and select the program you would like to use to open the report for
viewing.
= Select Save File to save the report to a specific location for viewing at a later time.
5. Click OK, or click Cancel to return to the previous window.

Notes:

= Queries are available for viewing only by the user who submitted the query request.
= Queries are automatically removed from the report queue after 14 days.

= |fyou print the query, protect patient confidentiality by filing or destroying the document
after it has been reviewed. Be sure to follow your facility’s protocols and policies regarding
the destruction of confidential records.
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5 User Management

About this Chapter

This chapter explains how to update your PDMP user profile and change your system password.

It also describes the steps master account holders should follow to link and unlink delegate
accounts.

Update User Profile

This function allows you to update the information the NC PDMP has on file for you, as needed.
Perform the following steps to update your PDMP profile:

1. Login to RxSentry.

2. Click User Management.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home Query Repont Queue User Management Help Quick Links Logout

Update User Profile

Change Password

Delegate Accounts

A Korth Carcina Controled Substance Reporting System

[R—"'l MNTRY Devision of Ments] Hesth, Deveiopmental Disatilties,
and Substance Abuse Services

Copyright © 2013 Health information Designs, LLC 3008 Wad Service Canter, Raligh, NC 27098-3008

W you need furmer assistance, please contact ihe POMP Help Desk Phome: (1l 193-1705

Emat ncocontr R TANCE, C QO

3. Click Update User Profile.

The Update User Profile window is displayed as shown on the following page.
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Update User Profile

Note: Fields marked with * are required.

* Name (First and Last) : Robyn_Test

* Date of Birth : 7
mm/dd/yyyy

* Address :

* City :

=7 d | s

* Email Address :

* Verify Email Address :

* Phone Number (ex. 111-222-3334
123-456-7890x0000) :

Fax Number (ex: 234-555-1234) :

Cell Number (ex: 2345551234) :
* Security Question :  What was your high school mascot? -

* Security Question Answer :

* State :  North Carolina v

Update

4. Update your information, as necessary, noting that required fields are marked with an
asterisk (*).

5. Click Update.

A message displays confirming that your record has been updated.
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Change Password

This function allows you to change your RxSentry password, as needed.
Perform the following steps to change your password:

1. Loginto RxSentry.

2. Click User Management.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home Query Report Queue Help Quick Links Logout

Update User Profile

Change Password

Delegate Accounts

l y 4 Morth Caroina Controlled Subsiance Reporting System

3(.‘“1 NTRY Dwvision of Mentsl Heath, Develspewrtal Disabities,
and Substance Abwse Services

Copyright © 2013 Health Information Designs, LLC 3008 Uad Service Center, Raleigh, NC 27695-3008

M you need further assistance. please contact the POMP Help Desk Phone: (819) 733-1785

Emal peconirolyub: ne.gov

3. Click Change Password.

A window similar to the following is displayed:

Change Password

Password requirements:

1 uppercase letter (e.g., A-Z)

1 lowercase letter (e.g., a-2)

1 digit (e.g.. 0-9)

Must be at least 8 characters in length

Must not contain dictionary words or a name
Current Password:

New Password:

Confirm New Password:

4. Type your current password in the Current Password field.
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5.

Type your new password in the New Password field, using the information displayed on this
window as a password selection guideline.

Type your new password again in the Confirm New Password field.

Click Submit. A message displays indicating that your password was accepted and that you
are required to log in using your new password.

Click any function, such as Query.
A login window is displayed.
Enter your user name and new password, and then click OK.

The RxSentry home page is displayed.

Delegate Accounts

This section describes how to activate a delegate account by linking it to your master account
and how to unlink delegate accounts that should no longer be associated with your master
account.

Note: The Delegate Accounts function is only available to master account holders.

Activating Delegate Accounts

It is the responsibility of the master account holder to activate delegate accounts and associate
them with the master account. These steps can only be completed by master account holders
authorized to select and activate associated delegate accounts.

Perform the following steps to link a delegate account to your master account:

1.
2.

Log in to RxSentry.
Click User Management.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home  Query  Report Queue [JUCCUNTERCRRSIRONS Lol Quick Links Logout

Update User Profile
Change Password

Delegate Accounts

[ RV Horth Caccina Controlled Substance Reporiing System
[k SENTRY Devision of Mental Heath, Developmental Disabilties,

Copyright & 2013 Health Informalion Designs, LLC ser, Raleigh, NC 276593008

I you need hurther assistance, please contact the PDMP Help Desk

Ance repUTnGahe.nc. a0y

Click Delegate Accounts.
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A window similar to the following is displayed:

User Management

A

Currently Linked Delegate AccountsLink Additional Delegate Accounts

aivi ANP ajvj Abcdef

Another, Test AA Another Test test
aedf.asdf DEL asdfasdf asdf

asdf asdf DEL asdfasdfDl asdf
Biggs.Bil DEL Biggs.Bil HID
Bob.Bily RPH Bob.Billy HID Test
Delegate, Test MD Delegate.Test HID
destetesdd ANP destetesdd hid

fm] »

Link Account

All delegate accounts currently linked to your master account are displayed in the Currently
Linked Delegate Accounts section of this window.

Delegate accounts that have been approved and are awaiting master account holder
association are displayed in the Link Additional Delegate Accounts section of this window.
For each delegate account holder, the last/first name, user group, user ID, and agency are

displayed.

4. Click to select the name of the delegate account holder you wish to link to your account.

Note: You may select multiple delegate accounts by holding down the [Ctrl] key and clicking

each user you wish to link.

5. Click Link Account. A window similar to the following is displayed, illustrating that the
delegate account has been linked to your account:

Currently Linked Delegate AccountslLink Additional Delegate Accounts
Another, Test AA Ancther Test test

ajlv ANP avi Abcdef

asdf asdf DEL asdfasdf asdf

asd asdf DEL asdf asdfl1 asdf
Biggs Bl DEL Biggs Bd HID
BobBilly RPH Bob By HID Test
Delegate Test MD Delegate Test HID
destetesdd ANP destetesdd hid
Hil, Trent AA Hil.Trent HID Office

M »
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Managing Delegate Accounts

It is the responsibility of the master account holder to manage delegate accounts associated
with his or her master account, including activating delegate accounts, which is described in the
previous section; monitoring the delegate account holder’s use of the NC PDMP database, which

can be done using the Search History Query; and removing any delegate accounts that should no
longer be associated with the master account.

Perform the following steps to remove a delegate account from your master account:
1. Loginto RxSentry.
2. Click User Management.

A window similar to the following is displayed:

North Carolina Controlled Substance Reporting System

Home Query Repont Queue User Management Help Quick Links Logout

Update User Profile

Change Password

Delegata Accounts

T Horth Caroina Controlled Substance Reparting System
BeSENTRY Oviion of ertalFeath, Geveipocsta Gaasttin
and Substance Abuse Services
Copyright © 2013 Healt Information Designs, LLC 3008 Usi Service Canter, Aaleigh, NC 276083008
i you need hurther assistance, please contact the POMP Help Desk Fooms: o) =518
Emat nogontrolsub: ce. ne.gov

3. Click Delegate Accounts.

A window similar to the following is displayed:

ICurrently Linked Delegate Accou ntslLink Additional Delegate Accounts

Another, Test AA Another.Test test ajv ANP ajvj Abcdef -
Potter Hamy AA Potter Hamy HID asdf,asdf DEL asdf asdf asdf |=|
Bob Bily RPH Bob.Billy HID Test asdf asdf DEL asdf.asdfll asdf =

Biggs Bl DEL Biggs.Bill HID

Delegate Test MD Delegate Test HID

destetesdd ANP destetesdd hid

Hill, Trent AA Hill Trent  HID Office

v Holt.Nick DEL Holt.Nick HID -

4. All delegate accounts currently linked to your master account are displayed in the Currently
Linked Delegate Accounts section of this window.

5. Click to select the name of the delegate account holder you wish to remove from your
account.




North Carolina Department of Health and Human Services

Practitioner’s Training Guide User Management

Notes:

= You may select multiple delegate accounts by holding down the [Ctrl] key and clicking
each user you wish to unlink.

=  Once you unlink a delegate account, that user will no longer be able to query the PDMP
database.

6. Click Unlink Account. A window similar to the following is displayed, illustrating that the
delegate account holder has been removed from your account:

Currently Linked Delegate Accqunt*.lnk Additional Delegate Accounts

ey

-l Al R SN
ascy Aso L ST asn asg

asdf asdf DEL asdf asdf01 asdf
Biggs.Bd DEL Biggs. Bl HID
Delegate Test MD Delegate Test HID
destetesdd ANP destetesdd hid

v | Hill Trent AA Hill Trent HID Office

Py —_— AR e _ma__ b
rouer.namy A4 roaernamy nib -

Bob,Blly RPH Bob.Bily HID Test

31}

(ke Accourt (Link Account
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6 Assistance and Support

Technical Assistance

If you require additional help with providing this information, please e-mail Appriss Health at
nccsrs-info@apprisshealth.com;

Or
Call 1-855-962-4767.

Technical assistance is available from 9:00 a.m. — 5:00 p.m. Eastern Standard Time (EST).

Administrative Assistance

If you have any non-technical questions regarding the North Carolina prescription drug
monitoring program, please contact:

North Carolina Controlled Substances Reporting System

Division of Mental Health, Developmental Disabilities, and Substance Abuse Services
3008 Mail Service Center

Raleigh, North Carolina 27699-3008

Phone: (919) 733-1765

E-mail: nccontrolsubstance.reporting@dhhs.nc.gov
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7 Document Information

Version History

The Version History records the publication history of this document.

Publication Date Version Number Comments
07/01/2007 1.0 Initial delivery
11/22/2010 1.1 Contact information updated
02/14/2011 1.2 Updated publication
03/07/2012 1.3 Updated publication
01/23/2014 1.4 Updated publication
08/18/2014 1.5 Updated publication
02/07/2015 2.0 Updated publication
07/09/2015 2.1 Updated publication
05/16/2016 2.2 Updated publication
08/02/2016 2.3 Updated publication
04/18/2017 2.4 Updated publication

Table 3 — Version History

Change Log

The Change Log records the records the changes and enhancements included in each version.

Version Number Chapter/Section Change

1.0 N/A N/A

1.1 Assistance and Updated contact information
Support

1.2 Chapter 3/Log Off Added new topic
RxSentry

Chapter 3/System Added new topic
Messages and Alerts

Chapter 3/ Added preset timeframe date ranges to query creation
Practitioner — window
Pharmacist Query
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Document Information

Version Number Chapter/Section Change
1.3 Chapter Removed “State” and “County” options from search
3/Practitioner- criteria
Pharmacist Query
Changed the “Gender” search criteria option to reflect
that the only available option is now “All”
1.4 Chapter 4/ Updated e-mail address
Administrative
Assistance
1.5 Chapter 3 Separated into two chapters: Chapter 3 — Accessing
RxSentry and Chapter 4 — Using RxSentry
Chapter 3/Linking Added instructions for linking a delegate to a master
Delegate Accounts account
Chapter 4/Search Added instructions for master account holders to view
History Query their search history and that of their delegates
2.0 Global Reorganized topics and updated screen shots and
language to match the new RxSentry interface
Updated document to new HID template
Chapter 1/RxSentry | Added new topic
Update
Chapter 3/Request Added new topics
Access to RxSentry
Chapter 3/Retrieve
User Name
Chapter 3/Retrieve
Password
Chapter 4/ Added new topic
Prescriber DEA
Query
Chapter 5/Update Added new topics
User Profile
Chapter 5/Change
Password
2.1 Chapter 4: = Updated screenshot of report results to show

= Recipient Query
= Prescriber DEA
Query

updated MED information
= Updated MED Daily and MED Summary descriptions

Chapter 6/Technical
Assistance

Updated HID Help Desk e-mail address
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Document Information

Version Number Chapter/Section Change
2.2 Chapter 4: Changed the default search timeframe from the current
= Search History date to one year from the current date
Query
= Prescriber DEA
Query
2.3 Chapter 3/Request Updated the registration site URL
Access to RxSentry
2.4 Global Removed HID references and replaced with Appriss
Health

Table 4 — Document Change Log




